
	 JANUARY/FEBRUARY 2025  |  IEEE SOFTWARE � 51
This work is licensed under a Creative Commons  
Attribution 4.0 License. For more information,  
see https://creativecommons.org/licenses/by/4.0/

FOCUS: MLOps - BRIDGING THE GAP BETWEEN MACHINE LEARNING  
AND OPERATIONS

// We describe machine 

learning (ML) lineage 

as a framework to 

holistically capture and 

connect the required 

information about ML 

model development and 

operations. ML lineage 

distinguishes between 

model and prediction 

levels, conceptually 

encompassing separate 

yet interconnected 

core domains for the 

project, experiment, 

model, and prediction.//

THE RESURGENCE OF AI, es-
pecially machine learning (ML), has 
reached technological maturity and is 
applied broadly. ML-based systems are 
fundamentally software-driven1 and 
inherently involve software compo-
nents, such as those in the user interface 
and back end. However, the nondeter-
ministic and highly opaque or black-
box nature of the ML part—based on 
learning behavior from training data 
rather than being algorithmically pre-
scribed—can benefit from distinct en-
gineering practices. Such practices for 
holistic lifecycle management of ML, 
encompassing development, training, 
deployment, and serving, are matur-
ing under the overarching framework 
of MLOps.2

ML can provide business value 
through invaluable functionalities 
and features. ML also brings forward 
unique risks and performance quality 
hurdles that require attention.3 Con-
currently, requirements for AI/ML 
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have grown increasingly stringent 
and complex, requiring transparency 
and pieces of evidence for trustwor-
thiness. There are societal discussions 
about the implications of AI technolo-
gies. To address challenges regarding 
AI, public authorities, researchers, 
and industry experts have established 
regulations and practices. For exam-
ple, there is the AI Act proposal in the 
European Union and a comparable 
Biden administration Executive Or-
der on AI in the United States. Promi-
nent information technology giants 
are also actively investing in incorpo-
rating principles of responsibility into 
AI systems, such as Microsoft’s “Re-
sponsible AI Standard” playbook and 
Google’s “Responsible AI Practices.” 
Likewise, scholars have delved into 
AI governance4 and ethics.5

Challenges in ML 
Information
Information related to ML-based 
systems within production environ-
ments throughout the lifecycle jour-
ney is needed to ensure and monitor 
business value and trustworthiness. 
However, the emphasis on AI regu-
lation, governance, and ethics re-
volves around high-level concepts, 
requirements, and individual prac-
tices. In contrast, MLOps focuses on 
pipelines to produce and maintain 
ML model artifacts. Organizations 
face a shortage of straightforward 
and unified means to comprehen-
sively capture, store, connect, trace, 
and retrieve relevant end-to-end in-
formation about their AI-based sys-
tems.6,7,8 Therefore, organizations 
end up employing diverse approaches 
driven by specific use case require-
ments, tools, and team preferences. 
At best, tools like MLFlow paired 
with techniques like model cards and 
sheets9,10,11 capture static pieces of 
information pertaining to specific 

phases but lack a dynamic holistic 
view and integration with each other. 
According to our experiences, ML 
and data engineering teams practic-
ing MLOps also seem to prioritize 
technical superiority and integra-
tions, potentially leading to a depri-
oritization of other efforts required 
for trustworthy ML-based systems.

Data management and software 
engineering have more mature and 
holistic solutions for information and 
artifacts. One culminating point is 
formulated as data lineage, or prov-
enance, which addresses inquiries 
about the origin of data, the trans-
formations data undergoe, and data 
usage locations.12 Data lineage dif-
ferentiates the schema data lineage at 
the dataset or schema level from the 
instance data lineage about individual 
data entries, both addressing the as-
pects of the origins of data (“where”) 
and the manipulations of data 
(“how”). Data lineage has demon-
strated its relevance to practitioners, 
resulting in support from major data 
tooling vendors. Software engineer-
ing has established traceable ways of 
working that consider an artifact as 
a specification for other artifacts or 
pass an artifact forward in a pipeline. 
For instance, downstream workflows 
start from requirements management 
or issue tracking, or various concerns 
are addressed through abstraction-
refinement or design decisions in 
structural views. Moreover, software 
engineering ways of working include 
checkpoints or quality gates, such as 
triaging bugs, pull requests, and re-
views, before proceeding further.

The challenges in the information 
management of ML pertain to the 
involvement of data and software 
that can be succinctly framed as fol-
lows: How can comprehensive infor-
mation on ML-based systems and 
their development and operations be 

captured, integrated, and effectively 
managed throughout their lifecycle? 
While data and software engineering 
practices are insufficient and may 
not be directly transferable, their un-
derlying principles can be adopted.

The ML Lineage 
Framework
Organizations must establish a com-
prehensive framework to implement 
an integrated information model and 
its associated best practices. This 
framework is essential for ensuring 
and demonstrating value and trust-
worthiness. The information model 
should span the entire lifecycle, cov-
ering data acquisition and experi-
mentation, operational deployment, 
and serving. The model should also 
extend to retraining, maintenance, 
and subsequent incremental devel-
opment. It is imperative that this 
comprehensive information model 
actively engages all key stakeholders 
and their concerns. We refer to the 
framework that addresses this infor-
mation model as ML lineage.

The ML lineage fundamentally 
differentiates two interconnected 
levels (Figure 1):

1.	Model-level ML lineage pertains 
to the information involved in 
developing, training, integrat-
ing, and deploying an ML-based 
system. Model-level ML lineage 
gathers input from relevant stake-
holders and tools and comprehen-
sively addresses the workflows 
and lifecycle from initial objec-
tives downstream to operational 
readiness with possible updates.

2.	Prediction-level ML lineage 
captures information about the 
operations of a specific model 
and its predictions, where trans-
parency may be crucial. Focus-
ing solely on predictions may 
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be insufficient, but considering 
input holistically, such as if the 
input is augmented with some 
contextual information, can be 
necessary. Respectively, out-
comes extend beyond predictions 
to include users’ behavior, such 
as their actions in response to 
the prediction and whether users 
consent to and understand it.

In practice, the prediction-level 
ML lineage extends the model-level 
ML lineage from design to operations 
time. The prediction-level ML lineage 
often requires the connection of pre-
dictions upstream to the information 
stored within the model-level ML lin-
eage, such as model or training data 
characteristics. Thus, prediction-level 
ML lineage is not distinguished as an 
ontological instance, but it represents 
the usage in the operation time realm 
of the development time-oriented 
model-level lineage. Therefore, model-
level lineage must be established 
before it is possible to proceed estab-
lishing the prediction-level lineage.

The ML lineage comprehensively 
addresses information, distinguish-
ing among the “where,” “how,” and 
“why” aspects. The “where” aspect 
encompasses sources, such as training 
data origins and the model’s journey 
through the MLOps pipeline, including 
its quality gates. ML lineage must facil-
itate traceability back and forth within 
the MLOps pipeline and beyond, such 
as connecting quality assurance reports 
to compliance policies. The “how” as-
pect provides specific details on trans-
formations, such as how the model 
was constructed from training data, 
thereby complementing the “where” 
aspect with details. Finally, the “why” 
aspect specifies the rationales and jus-
tifications for any artifact’s design deci-
sions, such as the selection of training 
data or algorithms.

Information Diversity  
in ML Lineage
The purpose and key advantage of 
ML lineage lie in its capability to 
comprehensively capture informa-
tion and engage stakeholders with 
specific domain knowledge. Below, 
we explore the diversity of key con-
cerns or aspects.

Business Subject Matter
Business is pivotal in eliciting the 
problem within which an ML sys-
tem operates, being accountable for 
the requirements, and determining 
the appropriate business metrics and 
key performance indicators (KPIs) to 
evaluate success.13 The metrics and 
KPIs should be realized and inte-
grated into ML lineage and the mon-
itoring pipelines and dashboards to 
the greatest extent possible.

Risk Management and Compliance
This concern encompasses the respon-
sibility of identifying risks following 

established industry practices, as well 
as recognizing the regulatory and ethi-
cal boundaries that an ML solution 
must adhere to. Stakeholders, includ-
ing risk management and mitigation 
process owners, are accountable for 
updating the ML lineage model with 
relevant risk assessment reports, as 
well as ethics measures, such as bias 
and fairness, based on monitoring.5 
External auditing bodies or regulators 
may also be involved in assessments.

Data Science and ML Expertise
Data science and ML expertise cov-
ers utilizing the correct training data 
and selecting suitable algorithms 
and parameters to solve business 
problems. While the work includes 
intrinsically recording technical de-
sign and experimentation in ML 
lineage, the responsibility extends 
to documenting the approaches and 
ensuring reproducibility in the re-
sults and rationales.14 The respon-
sibility also extends to debugging 

FIGURE 1. The representation of ML lineage involves a combination of model and 

prediction levels.

Machine Learning Lineage

Model-Level
ML Lineage

Collection of Artifacts and Reports
That Contributed on the Creation
of an ML Model

Collection of Artifacts and Reports
That can Govern, Monitor and Audit
the Operations of an ML Model

Information That Connects and links the
Operational Environment of an ML Service With the
Training and Development Environment

Prediction-Level
ML Lineage
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and preparing explanations of model 
operations.

Data and ML Engineering
Data and ML engineering, or DataOps 
or MLOps, covers scalable and reliable 
infrastructure around the ML model 
and system, such as DataOps and 
MLOps pipelines, production servers, 
and monitoring components and dash-
boards. Data and ML engineering ac-
tively interfaces with various software 
engineering activities throughout the 
DevOps phases. ML lineage must cap-
ture various infrastructure configura-
tions, versions, and logs.

Data Ownership
Data owners and stewards ensure 
data quality, governance, and ac-
cessibility throughout development, 
training, testing, and serving. The 
data provided to the project must 
follow relevant regulatory require-
ments, such as the European Union’s 
General Data Protection Regulation. 
Data owners, together with data sci-
entists and business owners, define 
and follow the data quality KPIs and 
document them in the ML lineage 
information model.

Quality Assurance
Quality assurance (QA) measures 
and ensures that the developed ML 
systems meet the set requirements 
and constraints. In the context of 
ML lineage, the outcomes of QA 
work must be stored and made trans-
parent and traceable for the sake of 
trustworthiness.

Prediction Comprehension
Augmenting predictions for com-
prehension can be important and 
nontrivial beyond the given output 
value, as a prediction often oper-
ates in a somewhat black-box man-
ner. Users and customers may seek 

insights into how specific predictions 
were reached, such as investment 
choices or loan approvals. They must 
be provided with explainability and 
QA reports on the models applied 
to these decisions. Here, the ML 
lineage model plays a crucial role 
in facilitating relevant information 
storage, correlation, and retrieval.

System Monitoring
This pertains to monitoring opera-
tions and serving time, evaluating 
whether an ML model and system 
function as intended and meet users’ 
expectations by assessing input, in-
ference, and outcome. Infrastructure 
monitoring involves tracking comput-
ing load, latency, and transaction log-
ging. In service-level monitoring, the 
statistical reliability of inference im-
plies that a single prediction may be 
inconclusive, yet it can still serve as 
an indicator. Recording and connect-
ing predictions with the correspond-
ing model-level lineage information 
enables, e.g., a broader analysis of 
model accuracy across larger datas-
ets and facilitates the identification of 
data drift by comparing production 
and training data, both of which are 
peculiarities of ML.

ML Lineage Concepts 
and Schema
Information about the aforemen-
tioned concerns and stakeholders 
spans distinct domains characterized 
by their respective lifespans, scopes, 
and areas of interest. This informa-
tion can be structured into identifi-
able entities, creating a schema. The 
schema embodies the ML lineage 
within and among these domains 
(Figure 2). Within the ML lineage, the 
core entities include project, model, 
experiment, and prediction entities, 
each accompanied by associated enti-
ties. We characterize the ML lineage 

schema with regard to these four core 
entities, followed by an overview of 
their relationships, example content, 
and accountable stakeholders.

Project entity combines specific 
information within the ML lineage 
that holds crosscutting, holistic proj-
ect-level significance and pertains 
to any model and its development 
within the project. Project entity en-
compasses objectives in “business 
entity,” as well as “QA entity” and 
“risk and compliance entity” as 
internal and external constraints, 
respectively. The entities are also dif-
ferentiated due to possibly different 
accountable stakeholders. These en-
tities define measures and standards 
that must be measured and realized 
in other entities, including report-
ing or logging the outcomes. For 
example, risk and compliance can 
define bias and fairness metrics, such 
as nondiscriminatory measures for 
training data that each experiment’s 
training data must satisfy and report. 
Project entity may also refer to the 
development infrastructure if deemed 
relevant to ML lineage. The project 
and its aggregating entities persist 
and remain operational throughout 
the project’s lifecycle, undergoing po-
tential evolution or change.

Experiment entity pertains to 
all ML model experiments within 
the context of a project, preserving 
information about the ML model’s 
characteristics and quality, facilitat-
ing reproducibility. The source code 
version of the model is separated into 
a dedicated “source code entity.” As 
training data are a significant aspect 
of ML but can have its data gover-
nance and lineage, we emphasize 
“data entity” as a closely related but 
separate entity. Experiment entity 
records the numerous experiments 
typically conducted with the aim of 
achieving a model that aligns with 
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the objectives outlined in the project 
entity. While not all experiments re-
sult in immediate success or appear 
to have more than short-lived ef-
fects, they may nonetheless incorpo-
rate valuable information. Different 
experiments also enclose variations 
in ML model characteristics, rang-
ing from minor data or parameter 
adjustments to significant algorithm 
selection and design alterations.

Model entity refers to models 
that have been considered success-
ful among the experiments and have 
been taken into further consideration 
downstream. That is, while multiple 
experiments can be conducted, only 
a few are chosen to undergo vari-
ous quality gates and staging phases 
before possibly reaching the opera-
tional stage. Moreover, in the realm 
of an ML-based system, data drifts 
require retraining, multiple models 
may be concurrently operational, 
and multiple versions of each model 
can exist. Hence, documenting the 
lifecycle of these distinct models and 
their performance and behavior be-
comes imperative. This encompasses 
information concerning QA reports, 

lineage to the originating experi-
ment, and further training data, 
code, and configuration.

Prediction entity records spe-
cific prediction-related information 
for the above-described prediction-
level lineage at operations time for a 
served model. Collections of predic-
tions are utilized to monitor both a 
single model and the ML system. We 
distinguish “input data entity” from 
“user action entity” because soft-
ware external to the model is often 
applied to extract and manage such 
information. Because the model 
does not operate in isolation, “in-
frastructure entity” captures the op-
erational production software and 
infrastructure integrated and serv-
ing with the model while the model’s 
source code is accessible by lineage 
through experiment.

Although these core entities repre-
sent a key set of domains, their com-
positional structure may vary based 
on the use case, allowing mutability. 
For example, a project could mani-
fest as a product or service, or the 
core entity aggregating other entities 
may be regarded as business entity. 

Entities can sometimes extend beyond 
the project to encompass other initia-
tives within the organization, thereby 
defining intraorganizational standards 
and beyond. Risk and compliance en-
tity, in particular, often encloses gen-
eral regulations and standards.

These core entities are associated 
with each other and establish differ-
ent granularities, as illustrated by the 
associations in Figure 2. For simplic-
ity, we use associations between core 
entities to depict that the arrow points 
to a one-to-many relation, and ag-
gregation to underscore that the core 
entities are often composed of other 
entities. For example, in a project, 
several experiments are conducted, 
but only some advance downstream 
until the deployed and serving mod-
els, each originating from a single ex-
periment, serve multiple predictions. 
These associations are quintessential 
for the ML lineage by facilitating con-
nections among different domains, 
concerns, and stakeholders. The core 
entities also facilitate various quality 
gates within and between them, ne-
cessitating contributions to the ML 
lineage before proceeding.

FIGURE 2. The ML lineage information model (in UML notation). “1” denotes the required cardinality.
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The distinct domains of enti-
ties highlight diverse concerns and 
stakeholders, including that some-
one must be accountable for produc-
ing and maintaining information 
accessible to other stakeholders. An 
example illustrating various enti-
ties, content, and accountable stake-
holders is in Table 1. The relevant 
information and accountable stake-
holders depend on the organization. 
Context-specific responsibilities can 
also affect the compositional struc-
ture of ML lineage. For instance, 
one person may be assigned both 
risk and compliance accountabil-
ity and QA, making it reasonable to 
combine respective entities. In any 
case, the purpose of the entities is to 
clarify accountability within the ex-
isting collaborative development en-
vironment, although the product or 
project manager ultimately bears the 
final responsibility.

ML Lineage in  
MLOps Pipelines
Integration of ML lineage within an 
MLOps pipeline is essential. Open 

source pipelines have been developed, 
serving as archetypal references and 
often relying on tools like Kubeflow 
pipelines for orchestration, MLFlow 
for experiment tracking, KServe for 
serving, and Prometheus for moni-
toring and analytics. Cloud vendors’ 
pipelines frequently make use of these 
same open source tools as well.

An MLOps pipeline based on 
tools like those mentioned above can 
relatively effortlessly generate and 
capture at least much technical infor-
mation necessary for the ML lineage, 
thereby reducing the development ef-
fort required. For example, MLFlow, 
currently one of the most popular 
ML tracking tools, can be used in 
MLOps pipelines to capture exten-
sive information about experiments.

However, the existing MLOps 
tools and pipelines have limitations. 
First, these tools face challenges in 
collecting and tracking all relevant 
information, particularly for busi-
ness KPIs and quality assurance. For 
instance, MLFlow currently lacks 
the capability to include bias, fair-
ness, and risk metrics in a manner 

that applies to all models generated 
within a project. In particular, while 
collecting all details for prediction-
level lineage may not require spe-
cialized tools, it is often neglected. 
Second, information is not integrated 
across tools. Despite the integrated 
workflows for model artifacts, each 
tool operates with its information 
in isolation. The information is not 
hidden or restricted. Rather, integra-
tions do not exist, so integrated in-
formation and dashboards are not 
conveniently available.

As an example, an experimenta-
tion-driven open source pipeline15 
based on the tools mentioned above 
readily generates technical details 
for ML lineage. However, owing to 
the inherent lack of correlation in-
formation among open source tools, 
the pipeline incorporates dedicated 
self-implemented components for 
collecting information from differ-
ent tools, particularly for A/B test-
ing purposes. In fact, the majority 
of the needed self-implemented code 
is focused on gathering information 
rather than managing integrations 

Table 1. ML lineage entities, example content, and accountable stakeholder.

Entity Example of contents Accountable 

Project Project resources Project manager 

Business Business objectives and KPIs Business manager 

Risk and compliance Compliance restrictions, bias, and fairness metrics and thresholds Auditors and risk experts 

Quality assurance Test and quality assurance material, such as benchmarks to test QA experts 

Model Model version and state, QA reports for the data, and mode code reference Model owners (data scientists/ML experts)

Experiment Experiment results, algorithms, parameters, and data used Data scientists/ML engineers 

Data Reference to training datasets and their data lineage, data quality KPIs,  
and reports 

Data owners/data engineers 

Source code Version of the source code Data scientists 

Prediction Input and output data, model level lineage reference, and customer’s  
problem and context 

ML engineer 
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for ML model artifacts in the 
MLOps pipeline. The effort and size 
of these self-implemented compo-
nents for information collection and 
correlation were modest, making it 
straightforward to realize a simple 
ML lineage. However, the ML lin-
eage is limited because the pipeline 
does not gather complex QA, risk, 
and compliance information, as its 
tools also lack the ability to do so.

Application Advantages 
and Challenges
The advantage of ML lineage is that 
it enhances end-to-end accountabil-
ity, transparency, and evidence for 
ML-based systems, thereby increas-
ing business value and trustwor-
thiness through thorough lifecycle 
documentation. ML lineage engages 
stakeholders at various organiza-
tional levels and roles, clarifying 
accountability, enabling clearer as-
signment of responsibilities, and fa-
cilitating interaction touchpoints. 
For example, developers become bet-
ter informed about the business im-
pact, while the QA team gains better 
oversight of technical details. ML 
lineage contributes advantageously 
to process rigor by documenting 
and tracing processes according to 
good engineering practices and fa-
cilitating quality gates. ML lineage 
easily integrates with existing work-
flows and tools, often requiring 
minimal additional effort, such as 
generating model cards or integrat-
ing with existing pipelines, as exem-
plified above. At the organizational 
level, ML lineage provides users 
or authorities with comprehensive 
end-to-end details for operations 
and predictions.

The challenges persist in the over-
head any documentation creates. 
Documentation must serve a pur-
pose, such as evidencing operations 

or explicating design rationales. 
However, extensively integrating 
both model-level and prediction-level 
lineage and storing all predictions 
along with their relevant metadata 
can be prohibitively expensive, re-
source-intensive, and potentially un-
necessary. This excessive information 
can become a notable barrier, and 

stakeholders may object to the re-
sources and effort needed, especially 
when their primary goal is to develop 
and operate only a few ML systems of 
low criticality. For example, compre-
hensive ML lineage can be excessive 
for noncritical business-to-consumer 
domains with high volumes, such 
as online marketing through web  
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page ads. Another practical applica-
tion challenge is that in the current 
MLOps tools, fragmented informa-
tion integration and the limitations of 
operations time and business-oriented 
metrics hinder a holistic view that 
requires development effort. Conse-
quently, a challenge in applying ML 
lineage relates to determining the rea-
sonable amount of information that 
should—or must—be collected and 
stored, depending on the use case, 
such as uncertainty and context, in-
cluding safety criticality or risks.

M L lineage transcends mere 
data capture: It serves as a 
comprehensive end-to-end 

framework for capturing informa-
tion about an ML system, enabling 
the monitoring of technology, busi-
ness value, and quality objectives. ML 
lineage bridges the ML development–
operations gap through the integra-
tion of the model and prediction-level 
information. ML lineage is best real-
ized within an MLOps pipeline, where 
the focus is on upfront planning, ad-
aptation, and tailored infrastructure 
rather than a technical overhaul. Es-
tablishing and implementing a com-
prehensive end-to-end ML lineage 
information model from the outset is 
essential, rather than retrofitting it in 
the later stages of development. ML 
lineage is particularly critical for sys-
tems requiring regulatory compliance, 
strict governance, trustworthiness, or 
high transparency. We also recom-
mend considering the application of 
ML lineage in other use cases, as it 
can enhance overall trustworthiness 
and transparency, thereby increasing 
value and quality. Technically, the un-
dertaking is reasonable, but organi-
zations need to decide what and how 
business goals and quality targets will 
be measured and integrated into the 

ML lineage. Finally, we are not pre-
scribing the depth of the collected in-
formation; this should be contingent 
upon the use case, as ML lineage al-
lows mutability. 
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